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1. Context
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 There are believed to be between 35,000-50,000 active online drug sellers 
in operation. Often, these companies sell medicine without requiring a 
doctor’s evaluation

 96% of online drug sellers worldwide do not comply with applicable laws 
and standards put in place to protect patients

 According to the World Health Organization, 50% of the prescription 
medicines sold online by websites that hide their physical address are 
counterfeit

 The rogue online marketplace is evolving to adapt to disruptions and 
effective interventions, and new vulnerabilities are exploited in sectors 
required to maintain viable businesses (e.g., USPS)

What
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 In the U.S. and abroad, consumers are purchasing medicines from 
online pharmacies; reasons vary but include access (availability, cost, 
coverage), anonymity, convenience.  96% of online drug sellers 
worldwide do not comply with applicable laws and standards put in 
place to protect patients

 Patients have been harmed- most tragically with poor health outcomes 
and in some cases death- by medicines purchased from illegitimate 
sources on the Internet

 The rogue online marketplace is evolving to adapt to disruptions and 
effective interventions, and new vulnerabilities are exploited in sectors 
required to maintain viable businesses (e.g., USPS)

 Patients are at risk of adverse outcomes that radiate outward from 
product, practice, and regulatory challenges that stem from patient 
safety, drug quality, transparency, and security issues

So what
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 Global reach and scope with minimal barriers to open and close 
commerce sites

 Plethora of participants; from public and private sector

 Producers; manufacturers

 Facilitators; source products, diversion

 Service providers; spam & search, fulfillment 
and payment providers

 Crosses borders and jurisdictions

 Hard to police quality

Challenges
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Quality failures have broad implications

 Ineffective (adulterated or 
misbranded) medicines fail to 
treat condition; prolonged illness

 Toxic medicines cause harm

 Increased healthcare costs with 
treating acute & chronic adverse 
outcomes

 Lost productivity/income
 Loss of effectiveness and 

emergence of resistance

 Reduced public confidence in 
regulatory capabilities

 Risk to public health and 
national security 

 Reduced confidence in 
pharmaceutical sector

 Public seeks alternative, less 
effective options

Government Society

PeopleIndustry
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 NABP’s .pharmacy program provides a way for consumers to identify safe and 
legal online pharmacies. If a website has “.pharmacy” at the end of its web 
address, consumers know the online pharmacy is operating legally

 The Alliance for Safe Online Pharmacies works to combat illegal online drug 
sellers, ensure access to safe medications and protect patient safety

 Life Sciences Innovation Forum (LSIF) of the Asia Pacific Economic Cooperation 
(APEC)
– The LSIF Work Groups include Manufacturing Practices, Distribution 

Practices, Import and Export Practices, Internet Sales, Product Security, 
Clinical and Retail Pharmacy Practices, Detection Technologies, Single Point-
of-Contact, Track and Trace, and Surveillance

Efforts to remediate 
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 The problem requires holistic, interdisciplinary, multi-jurisdictional  
solutions

 Disruptions and interventions are met with countermeasures; 
multiple prongs will require unique and evolving solutions to keep 
pace with the “economics” of the marketplace

 Public standards, supply chain, and verification are integral 
components for considered approaches

Additional solutions should be incorporated
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2. Standards-based 
approaches to quality can 

help ensure product 
integrity and patient 

confidence
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Medicines Quality: Attributes, 
Influencers, & Enablers 
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Robust quality systems across the supply and distribution chain are 
essential, coupled with surveillance, cooperation, and awareness 
solutions

Quality Standards can play a role in:

Product quality standards, pharmaceutical supply chain, 
good distribution, and pharmacy practices

Regulatory systems strengthening, including medicines 
quality monitoring and surveillance tools

Contributing to global discussions on illegal online pharmacies 

Robust quality systems are part of the solution



12
© 2017 USP

 USP is a public health nonprofit that has been around since 1820 
and has been recognized in U.S. law since 1906

 USP standards are trusted by pharmacists in ensuring patients 
receive quality medicines and are an integral part of the supply chain

 USP’s public quality standards are enforceable by the United States 
Food and Drug Administration (FDA) for over-the-counter and 
prescription medicines manufactured for sale in the United States

 Fosters confidence that “what’s on the label is what’s in the bottle,” 
and giving pharmacists confidence that the products they dispense 
are reliable and sound

Public standards- supporting patient access to quality medicines
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Public quality standards: substances and products

 Public standards provide 
a common quality target 
across manufacturers

 Allow assurance of 
analytical test 
performance across 
assessments

 Provide independent and 
reliable comparator in 
case of public health 
emergencies

 Enhance patient and 
practitioner confidence 
in product quality
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Ensuring quality medicines throughout the supply chain

Good Distribution 
Practices

Compendial
Standards

Clinical and Retail 
Pharmacy Practices

Suppliers Manufacturers
Wholesale/
Distributors

Pharmacies/
Hospitals Healthcare Patients

Good Manufacturing 
Practices

Detection 
Technology

Commerce Enablers 
and Practices
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For quality standards to be impactful, they must be…

Aligned with
Public health and patient  

safety priorities

 Adapted & Improved
For technology and evolution of 

healthcare

Measured by
Public health impact indicators

Informed by
Real world implications for patients and 
practitioners

Practical for
- Users of the standard 
- Enforcers of the standard

Developed by
Impartial, independent experts
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How can we work together 
to help ensure medicines 
quality?

How can application of 
standards-based solutions 
be most effective? 
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