
Consumer Behaviors Online 
Highlight Patient Safety Risks 

and Education Gaps
John B. Hertig, PharmD, MS, CPPS

Associate Professor
Butler University



Global Trends

• Shifting buying behavior
• Technology-driven disruption
• Pricing and access issues
• Self-care and healthcare consumerism is 

growing



ASOP Global Indiana Survey Study

• Partnered with Baselice* to conduct a consumer survey 
back in May 2017

Hertig 2017
*Baselice & Associates, Inc. is a national research organization with experience in public affairs, 
corporate research, and legal research



Consumer Behavior Findings

• While only 27% of consumers are very familiar with 
online pharmacies, a majority (55%) has or would 
consider buying medication online

Hertig 2017



Cost, Convenience, and Access

• Every day, approximately 20 new 
illegal online pharmacy websites go 
live globally

• 3,300 sites sell controlled 
substances like opioids, often 
without a prescription

97%

3%

97% of online drug sellers 
operate illegally.

The Partnership for Safe Medicines, 2012; LegitScript 2016, NABP 2017



Consumer Behavior Findings

• 1/3 of respondents had purchased from an online 
pharmacy for themselves or someone under their care

• Adults over the age of 55 were most likely to have 
purchased from an online pharmacy

• Lower household income correlates with willingness to 
accept higher risks of online pharmacy use

• 72% of daily social media users would consider 
purchasing medications online compared to 75% of non-
social media users who would not consider using an 
online pharmacy

Hertig 2017



Consumer Behavior Findings

• 88% of people who have purchased prescription drugs 
online (purchasers) did not discuss it with their 
healthcare provider

Hertig 2017



Spotting a Fake Online Pharmacy

• Is the online pharmacy in compliance with the 
laws in both the country of origin and the 
country of destination?
– Approved medication
– Appropriately licensed

• Does it require a valid prescription for 
prescription medications?
– No waivers
– Real healthcare provider relationships

LegitScript 2016



Pharmacists Identifying Fake Online Pharmacies

9



Pharmacists Struggle to Determine Legitimacy
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Only 34% of 
pharmacists 

were confident



Study Conclusion
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Results from this research study suggest 
licensed pharmacists are aware of the risks 
associated with illegal internet pharmacies, 

but they cannot consistently determine 
legitimacy



Types of Medicines Purchased Online
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have bought or would consider buying chronic disease 
medicines online, such as products for blood pressure or 
high cholesterol

42%

have bought or would consider buying specialty 
medications online, such as chemotherapies or 
hormone replacement therapy

21%

of consumers have considered buying chronic pain 
medications online (we didn’t ask if they had bought in 
this category for fear of under self-reporting)

17%

Less than 5% of consumers are aware of tools available to 
help them find safe online pharmacies

Hertig 2017



Educating Consumers
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• Many foreign online pharmacies do not require prescriptions 
for medication, making it easier to evade law enforcement and 
get drugs, worsening the US opioid epidemic

• Since 2010 there have been more than 200 felony counts
against networks affiliated with Canadian online pharmacies

• While the Canadian government requires Canadian online 
pharmacies to sell Canadian approved drugs to their own 
citizen, they cannot ensure Americans will receive Canadian 
medicines

• According to the US FDA, 85% of medicines that are sold to 
Americans by Canadian online pharmacies are not Canadian

Hertig 2017



Closer Look at Proposed Importation from Canada
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• Would seek to legalize personal importation 
of medication from Canadian market
– Drugs are expensive
– Cheaper in Canada; estimated 35-55% savings
– But not generics; estimated 19-31% more 

www.fraserinstitute.org/



Importation Risk: Supply Chain Insecurity
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“The Government of Canada has never 
stated that it would be responsible for the 
safety and quality of prescription drugs 
exported from Canada into the United 
States, or any other country for that 
matter”

Diane Gorman
Assistant Deputy Minister, Health Canada

Letter to Washington Post,  May 9, 2003



Importation Risk: Supply Chain Insecurity

16

“A growing number of Americans are 
obtaining their prescription medications 
from foreign locations. They often seek out 
Canadian suppliers, or sources that 
purport to be Canadian. As we have said in 
the past, FDA cannot ensure the safety of 
drugs purchased from foreign sources”

Wm. K Hubbard
Senior Associate Commissioner FDA

Testimony Before Senate Committee on Commerce, Science and 
Transportation, Sept. 2001



Importation: Supply and Demand Mismatch
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• “Canada cannot be the drug store of the United States.  
Neither American consumers nor Canadian suppliers 
should have any illusions otherwise”  

Ujjal Dosanjh
Canadian Minister of Health

• “There isn't a large enough supply to keep up with such a 
demand. Prescription-drug budgets for large states can 
easily run into hundreds of millions of dollars. We're not 
designed to supplement state budgets”

David Mackay
Exec. Dir. Canadian International Pharmacy Assoc.

“Health in a Global Society:  A Canadian Perspective,” speech at Harvard Medical School, 11/10/04
Kuxhaus D. Manitoba druggists may share in U.S. deal. Winnipeg Free Press. Dec. 23, 2003.  
«http://www.winnipegfreepress.com/man/info/wfparchive/index.html». Accessed Jan. 7, 2004.  



Importation: Supply and Demand Mismatch
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Population 35 million 318 million

Prescriptions 
Dispensed 626.7 million 4.368 billion

Prescriptions 
Per Day 1.717 million 11.967 million

www.fraserinstitute.org/



The Risk Becomes Reality

19

• To meet US demand Canada needs to find 
secondary drug sources
– Canada imports drugs from over 100 countries

• Substandard and Falsified (SF) medicines 
enter supply chain
– World Health Organization estimate:  6 – 10%
– Some developing nations:  > 90%

• A cheap source is not always a safe source
– Safety must always be our first priority!



The Risk Becomes Reality Online

20

Licensed Canadian Pharmacy Fake Online “Canadian” Pharmacy



Impact of Educating Consumers

21

of consumers perceived Canadian online 
pharmacies as risky53%

of consumers believe their privacy and/or identity 
theft is at risk57%

of consumers would consider using a Canadian 
online pharmacy and are willing to accept 
moderate-to-high risk to do so

15%

After learning the facts, 59% of consumers oppose 
prescription drug importation from Canada

Hertig 2017



Summary Findings

22

55% of respondents have or would buy 
online, yet less than 5% know how to do so 
safely

1
2
3

Educated consumers take less risks

More education is needed — to healthcare 
providers and consumers/patients



Questions?

23

• jhertig@butler.edu
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