
Illicit Trade and Online 
Pharmaceuticals

Louise Shelley



Online Pharmaceutical Sales can 
Threaten Human Life



Illicit Trade has Moved to Online 
Marketplaces



Illicit Trade has Moved to Online 
Marketplaces

• Illicit trade has transformed profoundly in the last 
30 years and represents a sharp rupture with 
what we have known since ancient Mesopotamia 
1750 BC (almost 4000 years ago)

• From the first legal codes—illicit trade has 
involved personal relationships, tangible goods 
and state-backed currency or gold and silver

• The illicit world today is anonymous, does not 
rely on personal relationships and also may not 
involve currency



Prototype of this is Pharmaleaks Case

• Russian online pharmacy that sold primarily 
viagra

• Site came to the attention of computer scientists 
because the sponsors of this online pharmacies 
were the largest source of spam on the internet

• Hence a book on this case, called Spam Nation by 
Brian Krebs

• See a video: 
https://www.youtube.com/watch?v=3sq8E8boHX
k



Notable elements of the 
Pharmaleaks case

• Linked to western financial system through 
the ability to charge purchases through credit 
cards

• Profit margin was 16% as result of two key 
costs:  advertisers driving purchasers to the 
site and corruption

• To drive the purchasers—required use of 
many botnets to produce spam



What happened to this site?

• Not shut down by Russian regulators
• Researchers drove the pharmacy out of business 

by informing banks that were involved in 
processing the purchases

• Criminals involved in this crime complained they 
were cut-off from the financial system and went 
off to other areas of online criminal activity

• One chief perpetrator was arrested for causing 
financial problems to a well connected 
professional, went to jail and came out early to 
run the Russian national payment system



Access to Medicines fuels this Trade

High cost of medicines 
and the absence of 
access to insurance for 
many customers drives 
them to online 
marketplaces where 
pharmaceuticals are 
sold for lesser prices



Access to Medicines fuels this Trade

Estimated 40, 000 illicit 
online pharmaceutical 
markets, may not be all as 
illegal as the Pharmaleaks
case but the quality of 
medicine may be poorer 
than in that case.



Access to Medicines fuels this Trade

• Most of the online pharmacies do not 
conform to existing regulations



What drives the consumers?

• Price
• Ease of Purchase
• Absence of Medical Prescriptions needed to buy 

medicines legally
• Increasing reliance on cyberspace for product 

acquisition
• Citizens are not aware that the pharmaceutical 

sites are not legitimate and may even be selling 
products that are harmful to them



Illegal online pharmaceuticals
• Selling medicines more 

serious than those of  the 
viagra-dominated 
Pharmaleaks

• Many online pharmacies 
carry drugs for heart, 
diabetes, cancer and other 
serious medical conditions

• Annual increase in the 
number of sites offering 
these medicines

• High profit margins for 
participants



Addressing Online Pharmacies

• Declining effort to regulate in so many aspects of 
life, recent trends at deregulation also enhance 
this problem

• Absence of human resources in government and 
the cyberworld to address this problem

• Online platforms have been exempted from 
responsibility for what is sold on their sites

• Private companies have been unwilling to invest 
in the resources needed to ensure that their 
platforms are not abused by different types of 
online sellers



What needs to be done going 
forward?

• Need to explain why regulation is needed and necessary for 
public health in the online marketplace

• Online providers of platforms need to be made 
responsible—this has been done recently in relation to sex 
trafficking and the concepts of protecting public welfare 
need to be expanded in the cyber arena

• Pressure must be placed on corporations operating in 
cyberspace to invest in the algorithms to detect illicit 
platforms, enhance and expand initiative of twitter and 
snapchat of NABP certified websites

• Public-private partnerships must be enhanced to protect 
consumers

• Citizens need access to medicines to maintain their lives
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